
 

   
 

Password Reset Procedure 
The portal provides a secure self-service password recovery mechanism. This process ensures that 

credentials are only delivered to the authorized corporate email address associated with the user 

account. 

1. Self-Service Password Reset (User Workflow) 

Step 1: Recovery Initiation 

The user navigates to the login portal and selects the "Forgot Password" option. 

 

Step 2: Email Validation & Request 

The user must provide their registered corporate email address. The system validates the account's 

existence before proceeding. 

  



 

   
 

Step 3: Secure Link Delivery (Email) 

The system dispatches an email containing a unique, single-use, and time-sensitive reset link. This 

ensures that the recovery process is tied exclusively to the user's access to their corporate mailbox. 

Evidence:  

 

4. Forced Credential Update 

Upon clicking the link, the user is redirected to a secure portal page. The user must define a new 

password that complies with the Company Password Policy (complexity, length, and variety).

 

 

 

 



 

   
 

Step 5: Completion and Confirmation 

Once the new password is saved, the recovery link is invalidated, and the user can proceed to log 

in using the new credentials. 

 

 

 

 

 

 


